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302 — SKYPE COMMUNICATIONS LOGS

TEAM INFORMATION

Team Name:

Results Email:

Examination Time Frame: to
INSTRUCTIONS

Description: Examiners must develop and document a methodology used to parse SKYPE communication logs
from the communication/program files in the 302_SKYPE_Communications_Logs_Challenge2008 folder
to an easily understandable, viewable, and readable rendering of the communications (remove non-
conversation data). The supplied files were from either or both of the two computers used in the chat
conversation. A detailed explanation of your process (software or technique) used to examine, extract, and
present the data is required.

Points will be awarded for the completeness of the data recovered from the communications and the ease of
understanding or utility of the method the information is reported from that file(s).

Total Weighted Points: 60 Total Points available per entry — Total 300 Points Available

1. Answers — Fill in the chart below with your findings. As a Forensic Challenge, consider that your
answers will have to have enough detail for the Findings and Methodology of your examination to
satisfy questioning in a court of law.

2. Methodology — Provide a meticulously detailed explanation of your process. Be sure to include
a step action that our reviewers can follow to reproduce your work for authenticity including tools
and techniques.

INTERNAL REVIEWER USE ONLY

Reviewer: Points Awarded:

DEle: Review Period: to
Completed: [] Yes ] No [Team f5pflop 302 Page 10f25  11/6/2008




REPORT OF EXAMINATION

<Example Area>

User Logon Name (Date/Time if Available) Conversation
Additional Information As Available

User Logon Name (Date/Time if Available) Conversation
Additional Information As Available

User Logon Name (Date/Time if Available) Conversation
Additional Information As Available

<Answer Area>
Methodology and noted information for process:

User Logon Name (Date/Time if Available) Conversation
Additional Information As Available

Please attach additional sheets as needed.
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METHODOLOGY / NOTES FORM

Tool Information

Type Name Publisher

Commercial / Open Source

Site:

Type Name Publisher

Commercial / Open Source

Site:

Type Name Publisher

Commercial / Open Source

Site:

Date/Time Notes
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302 — Skype

I parsed the files manually in EnCase 6.12 and discovered that there were chat fragments
in plaintext within the “chatsync” folder. In pursuit of determining how to parse the
skype information quickly, | researched to see if anyone has ever parsed such
information. | found that Mark McKinnon (http://cfed-ttf.blogspot.com/2008/09/skype-
log-parser.html) developed a tool to parse Skype chat.

The tool is very intuitive.

Below are screenshots that depict how to use the program

@--l,..|.|-..... |’
ILYPE O EaliSEr J

File FRun Help

D atabaze File to Create/Report an [ie: Skype_logz.db3)
c:htesthywogibear1 953.db3

Directary where Skope User Pridle ERists

C:Atesth2 vogibear! 353

Enter the destination
file name which will
store the parsed
Enter the source data

Skype profile path

I used this tool to parse the Skype chat files. After using the tool | verified that the chat
dialog was correct. Below are the results of the tool:

Profile - Kiki1932
Skype Chats —

Skype Log Reports

Skype Chats
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http://cfed-ttf.blogspot.com/2008/09/skype-log-parser.html
http://cfed-ttf.blogspot.com/2008/09/skype-log-parser.html

CONVERSATION_BETWEEN DATE_TIME

Conversation Between kiki1932

and yogibear1953

On 2008-03-
05 12:40:52
kiki1932 Said

On 2008-03-
05 12:41:08
kiki1932 Said

On 2008-03-
05 12:41:47
yogibear1953
Said

On 2008-03-
05 12:55:37
yogibear1953
Said

On 2008-03-
05 12:56:01
kiki1932 Said

On 2008-03-
02 08:59:27
kiki1932 Said

On 2008-03-
02 08:59:26
yogibear1953
Said

On 2008-03-
02 08:59:52
kiki1932 Said

On 2008-03-
02 09:00:34
yogibear1953
Said

Team Exaflop 302

CONVERSATION

hey, it's me, you
there?

yea, i'm here, what's
up?

hold on, got an
important phone
call. i'll get back
with u

ok

So Bob, what's
happening, you
haven't been on in
awhile?

Sorry, been taking
care of all the other
business herer,
didn't have the time.

You know we still
have that time thing
going on, we miss
our chance and
we're out of luck

Page 5 of 25
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On 2008-03-
02 09:00:43
kiki1932 Said

On 2008-03-
02 09:01:14
yogibear1953
Said

On 2008-03-
02 09:01:22
kiki1932 Said

On 2008-03-
02 09:01:27
yogibear1953
Said

On 2008-03-
02 09:01:35
kiki1932 Said

On 2008-03-
02 09:02:16
yogibear1953
Said

On 2008-03-
02 09:02:26
kiki1932 Said

On 2008-03-
02 09:03:06
yogibear1953

Team Exaflop 302

this time, maybe for
a long time

you know, we
shouldn't be using
names int htis
converstion and yea
| know about the
time thing but we
gotta be careful
man

sorry didn't think
about the name
thing just nervous |
guess

Jut think about what
your going to do
with all that money
and youll feel better
soon

Ok

you got the
weapons and other
gear?

Yea, thought I was
going to have a
problem with the
guns, by my uncle's
a hunter and had a
lot so I just
"borrowed" some
from him

Will he get wise?

Naw, he keps them
in the basement and
hasn't used them in

Page 6 of 25
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Said

On 2008-03-
02 09:03:16
kiki1932 Said

On 2008-03-
02 09:03:58
yogibear1953
Said

On 2008-03-
02 09:04:10
kiki1932 Said

On 2008-03-
02 09:04:24
yogibear1953
Said

On 2008-03-
02 09:04:37
kiki1932 Said

On 2008-03-
02 09:04:43
yogibear1953
Said

On 2008-03-
02 09:04:48
kiki1932 Said

On 2008-03-
02 09:05:27
yogibear1953
Said

Team Exaflop 302

years. they were in
an old metal

cabinet, dusty and
dirty as all get out

Didn't leave any
traces you were ther
and took them out

Nope, used a rag
over my nands and
blew some dust
back over where
they had been
sitting. Things were
a pain to clean
though

How bout the
ammo?

| just went down
and bought some
new

Didn't have to give
them a name or
anything did you?

Nope, just like
buying steaks at the
grocery

Good, how bout the
rest of the swtufff

Got an old can of
black powder from
his basement also,
maybe 30 pounds,
old but never been
opened, should still
be good

Page 7 of 25
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On 2008-03-
02 09:05:32
kiki1932 Said

On 2008-03-
02 09:06:03
yogibear1953
Said

On 2008-03-
02 09:06:13
kiki1932 Said

On 2008-03-
02 09:06:25
yogibear1953
Said

On 2008-03-
02 09:07:15
kiki1932 Said

On 2008-03-
02 09:07:16
yogibear1953
Said

On 2008-03-
02 09:07:55
kiki1932 Said

Team Exaflop 302

Didn't buy new

They would have
wanted ID for that
man, and | only
have the one fake
set and I didn't want
to burn it on that

Good, whit what |
got out of the
anarchists
cookbook combined
with that were
going to open some
eyesw I'll tell you
that

When we hit this
place its going to be
empty right?

Except for some
roving security and
| told you I scoped
that out and timed
them up. Always
taking lunc together
at the same time so
we got an hour

| just don't want any
mistakes. It's one
thing to do this but
murder, man they
sick a needle in
your arm and that
stuff burning is the
last thing you feel

Settle down. If we
stick to the plan and
do this right theyrll
be no problems

Page 8 of 25
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On 2008-03-
02 09:07:57
yogibear1953
Said

On 2008-03-
02 09:08:41
kiki1932 Said

On 2008-03-
02 09:08:56
yogibear1953
Said

On 2008-03-
02 09:09:23
kiki1932 Said

On 2008-03-
02 09:09:59
yogibear1953
Said

On 2008-03-
02 09:10:07
kiki1932 Said

On 2008-03-
02 09:10:55
kiki1932 Said

Team Exaflop 302

Yea, that's what you
say now, but that's
not the way it
worked out last
time

That was justt bad
luck, and it was bad
luck for them. |
didn't want anyone
to get hurt, you
know that

Don't change a
thing man, you still
Killed them

Listen amigo you
were right there too
and unless you shut
up and follwo the
plan well both be
looking a a ride on
the needle SO
SHUT YOUR
MOUTH ABOUT
THE LAST JOB

Don't talk to me
that way. I've been
loyal and haven't
said a thing. I know
they're still looking
for who pulled that
and that means us. |
aint gonna help
them kill me

Sorry, jut the
pressure, | know
you won't and didn't
talk

listen, we got this
going and just need
to chill awhile.

Page 9 of 25
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On 2008-03-
02 09:11:09
yogibear1953
Said

On 2008-03-
02 09:11:15
kiki1932 Said

On 2008-03-
02 08:55:26
kiki1932 Said

Below is a screenshot from the programs output

Team Exaflop 302

Gotta get off this
comm and get on
the other one we set
up so they cant
trace us so good.
Get up on that one,
regular time and
well finish the
planning

Ok man, later

later

Page 10 of 25
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CONVERSATION _BETWEEN

Comeriasos Betwers kdal 93] asd

yoghem 1953

DATE_TIME

O 2008-03-08 124042 k8d1932
Sad
Ou 2008-03-08 124108 ka1 932
Sad

On 2008-05-05 124147
-

On 20080804
yopbear 1443 Sad

O 20080305 125601 Iikil#32
Sad

4337

On 2006-03-02 054527 k1932
5ad

On 20080302 084526
yophear]d4) Sud

On 2006-03-02 054542 kil932
Said

Oa 2008-03-02 090014
vogbrar 1945 St

O 20080302 090043 Ieki1932
Sad

On 2008-03-02 00114
vogibea 1953 Sud

O 20060302 0901 12 k1932
Sand

On 2006-03-02 090127
rogbear] 93 Sad

O 20080302 090138 131932
Sad

On 20040302 090216
yogbear 1583 Sud

On 2006002 090126 k1932
Said

O 2005-03-02 0903 06

o ]343 Sud

On 20080302 0903 16 leke1532
Said

On 2006-03-02 0503 45
vogbem 1953 Said

O 20080302 0304 10 k1932
Ssd

On 20080102 090424
yopbear! 393 Sad

On 2006-03-00 090437 kdal932
S5ad

O 20080302 094-43

yopbear 144} Sad
On 20080300 090448 1l 932
Sad

O 2006-05-02 0R052T
yoghben 1553 Sad

Ou 2008-03.02 090832 hd1932
Sad

On 2008-01-02 0P80
yogbear 1953 Sad

O 2006-03-02 090613 kde1831
Sad

On 2008-03-02 090628

vogibear 1957 Sud

O 200§-03-02 0907 18 da 1932
Sad

On 2006-03-02 090° 16
yopbear 1943 Sud

On 2008-03-02 490755 1dd1932
Sad

O 2004-03-00 090747
voghes 1543 Gad

Oa 2006-03-02 030641 da1932
S

O 2008-01.02 090896
vopibear 1933 Sud

On 2005-03-07 0909 23 Iakal932
Sad

Oa 2004-03-00 090545
P

Ou 2008-01.02 021007 kkd1932
Sad

O 2006-07-02 09 1088 k933
Sad

On 2008-03-02 091149
yopibear 1943 Sud

On 20080102 09:11:14 okd 1932
Sad

O 2008-03-02 05 5526 kda 1932
Sad.

Skype Log Reports

Sherpe Chatn

CONVERSATION

Ry, i3 1me, yom there?

yea. Tm bere, what's up”

Bk o, ot a0 portant e el 7 gt back with

o

So Bob, wha's happeog. ot evest bees on o kil

Scrry, e taking ol
You koo e for 3 kong e
o " s e sl yea 1 gomabe coref man

worry didin't dhink: aboux the name thing it tervow [ guess

O

o ot the weapomt and other grarT

Vea thougle | w s, by o |t "bromed semme from b
Willhe ger wise?

Naw, be krps they dunty and ity mn ol pet ot
. e

Nope. med 1y mands and bler some dhust back over where dhey Things were  pain 10 chean though
‘Horm bous the smems?

1 st ween dewm s boaght some new

Tt v 40 e hem a name or anthng & vouT

Nepe. juit Bie butving stesks o the pocery

Good, how bout e ret of the yandll

mavhe 30 pounds.

D by e

Good, whit whe ] s cockbosk

When we bt e place 4 poing 10 be ey right?

Encept for towt roving security and [ 1ok vou § icoped that oot sed Smed thes op. Alwayy taking ks together o the s e w0 wr gt
Ll

miskies. It

Lo

feel

Serde dovn I d e

Vea that's what you sav pow, bt that's sot the way & worked ouf last e

. thing

That was st bad luck, and 8 was bad beck for then, | et wast sryooe 1o ot hust, you know tha

Doa't change & thing man, you sl kied thess

MOUTH ABOUT THE LAST JOB

on the needle 50 SHUT YOUR

o I ¥ d & themg | et Dot poens.
Bl thern bl e

Serry, pot the peesinrr, [ hnow yeu went and S 1k

o, " e B At chll axtde ot L] wood
i that cne, repde e

Ok, b
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Profile - yogibear1953
Skype Chats —

Skype Log Reports

Skype Chats

CONVERSATION_BETWEEN DATE_TIME CONVERSATION

Conversation Between kiki1932
and yogibear1953

On 2008-03-

05 15:38:22

kiki1932 Said

On 2008-03-

05 15:38:38

yogibear1953

Said

On 2008-03- ou ivs me, you
0515:38:37 b oY
kiki1932 Said '

On 2008-03-

05 15:39:17 yea, i'm here, what's
yogibear1953  up?

Said

On 2008-03-  hold on, got an
05 15:53:07 important phone
yogibear1953  call. i'll get back
Said with u

On 2008-03-

05 15:53:31 ok

kiki1932 Said

On 2008-03-  So Bob, what's
31 13:55:15 happening, you
yogibear1953  haven't been on in
Said awhile?

Team Exaflop 302
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On 2008-03-
31 13:55:40
kiki1932 Said

On 2008-03-
31 13:56:24
yogibear1953
Said

On 2008-03-
31 13:56:32
kiki1932 Said

On 2008-03-
31 13:57:04
yogibear1953
Said

On 2008-03-
3113:57:11
kiki1932 Said

On 2008-03-
31 13:57:16
yogibear1953
Said

On 2008-03-
31 13:57:23
kiki1932 Said

On 2008-03-
31 13:58:05
yogibear1953
Said

Team Exaflop 302

Sorry, been taking
care of all the other
business herer,
didn't have the time.

You know we still
have that time thing
going on, we miss
our chance and
we're out of luck
this time, maybe for
a long time

you know, we
shouldn't be using
names int htis
converstion and yea
I know about the
time thing but we
gotta be careful
man

sorry didn't think
about the name
thing just nervous |
guess

Jut think about what
your going to do
with all that money
and youll feel better
soon

Ok

you got the
weapons and other
gear?

Yea, thought I was
going to have a
problem with the
guns, by my uncle's
a hunter and had a

Page 13 of 25

11/6/2008



On 2008-03-
31 13:58:14
kiki1932 Said

On 2008-03-
31 13:58:56
yogibear1953
Said

On 2008-03-
31 13:59:04
kiki1932 Said

On 2008-03-
31 13:59:47
yogibear1953
Said

On 2008-03-
31 13:59:58
kiki1932 Said

On 2008-03-
31 14:00:13
yogibear1953
Said

On 2008-03-
31 14:00:25
kiki1932 Said

On 2008-03-
31 14:00:33
yogibear1953
Said

On 2008-03-

Team Exaflop 302

lot so | just
"borrowed" some
from him

Will he get wise?

Naw, he keps them
in the basement and
hasn't used them in
years. they were in
an old metal
cabinet, dusty and
dirty as all get out

Didn't leave any
traces you were ther
and took them out

Nope, used a rag
over my nands and
blew some dust
back over where
they had been
sitting. Things were
a pain to clean
though

How bout the
ammo?

I just went down
and bought some
new

Didn't have to give
them a name or
anything did you?

Nope, just like
buying steaks at the
grocery

Good, how bout the

Page 14 of 25
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31 14:00:36
kiki1932 Said

On 2008-03-
3114:01:17
yogibear1953
Said

On 2008-03-
31 14:01:20
kiki1932 Said

On 2008-03-
31 14:01:53
yogibear1953
Said

On 2008-03-
31 14:02:02
kiki1932 Said

On 2008-03-
31 14:02:15
yogibear1953
Said

On 2008-03-
31 14:03:04
kiki1932 Said

On 2008-03-
31 14:03:05

Team Exaflop 302

rest of the swtufff

Got an old can of
black powder from
his basement also,
maybe 30 pounds,
old but never been
opened, should still
be good

Didn't buy new

They would have
wanted ID for that
man, and | only
have the one fake
set and I didn't want
to burn it on that

Good, whit what |
got out of the
anarchists
cookbook combined
with that were
going to open some
eyesw I'll tell you
that

When we hit this
place its going to be
empty right?

Except for some
roving security and
| told you I scoped
that out and timed
them up. Always
taking lunc together
at the same time so
we got an hour

| just don't want any
mistakes. It's one

Page 15 of 25
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yogibear1953
Said

On 2008-03-
31 14:03:44
kiki1932 Said

On 2008-03-
31 14:03:47
yogibear1953
Said

On 2008-03-
31 14:04:29
kiki1932 Said

On 2008-03-
31 14:04:45
yogibear1953
Said

On 2008-03-
31 14:05:12
kiki1932 Said

On 2008-03-
31 14:05:48
yogibear1953
Said

Team Exaflop 302

thing to do this but
murder, man they
sick a needle in
your arm and that
stuff burning is the
last thing you feel

Settle down. If we
stick to the plan and
do this right theyrll
be no problems

Yea, that's what you
say now, but that's
not the way it
worked out last
time

That was justt bad
luck, and it was bad
luck for them. |
didn't want anyone
to get hurt, you
know that

Don't change a
thing man, you still
Killed them

Listen amigo you
were right there too
and unless you shut
up and follwo the
plan well both be
looking a a ride on
the needle SO
SHUT YOUR
MOUTH ABOUT
THE LAST JOB

Don't talk to me
that way. I've been
loyal and haven't
said a thing. I know
they're still looking
for who pulled that

Page 16 of 25
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Conversation Between

yogibear1953 and kiki1932

On 2008-03-
31 14:05:56
kiki1932 Said

On 2008-03-
31 14:06:44
kiki1932 Said

On 2008-03-
31 14:06:58
yogibear1953
Said

On 2008-03-
31 14:07:04
kiki1932 Said

On 2008-03-
3113:51:44
yogibear1953
Said

Below is a screenshot from the programs output

Team Exaflop 302

and that means us. |
aint gonna help
them kill me

Sorry, jut the
pressure, | know
you won't and didn't
talk

listen, we got this
going and just need
to chill awhile.
Gotta get off this
comm and get on
the other one we set
up so they cant
trace us so good.
Get up on that one,
regular time and
well finish the
planning

Ok man, later

later
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Skype Log Reports

Sheper Chat
CONVERSATION_BETWEEN DATE_TIME CONVERSATION
Comvemision Berwems 1932 ad
o953
On 2008-07-05 153822 k1932
sad
On 2006.05-08 133838
g 1943 Sad
Oa J0ORAL0S SIEITIANONT L L
s o
On 2008-03-05 13917 i e
yoghmar 1993 S4d e fm here, whar's g
On 2008.03.05 184307
ari 393 Eaid okt o=, ot e emportent phone cel (0 gt back seha
On 20080005 1SS0 h1OT2
sad
O 2006-03-31 1388148 . =
ey S0 Biob, wha' appering. you haves' boes o in anile’
On 20080011 13940 k1932 R 4
sad 4
On 2006-03-31 135624
vogtwl943 Sud Vom hanor v st our chance and e for  long tme
On 2008.03-31 134632 k1932
» s oo abd e T
ik cou ko, yeal oty be coreful man
O 2008.03.31 134704
g 1943 Sad
On 20080031 136711 kilO12 . -
sad
O 2005-05-31 134716 o
yopben 1953 Sad
On 2008-03-31 13472 k1932 "
o i g the o and e gra
On 2006-03-31 134805 = -
yoghear 1953 Sad . L s,y sy ks e o ot 5 st “bospowed” somse from bim
On 2006-03-31 154814161932
W T
e, Whe grt wine
On 20068-03-31
opheml N} Sad Naw, b e yemi ey v o ol get ot
O 20080331 1355002 e sy traces you sene ther ek shem oue
Sad
On 2008.00.31 134547 x A
ey Nope, et e bl e g onsh
31154948 11932
OUE0L I ISR e et

Comenasos Betwens rogbea 1955 and
132

On 2008-01.31 140013
voghear 1953 Sad

On 2006-03-31 140024 k1932
Sad

Om 20080131 140033
yopbear 1643 Su4

On 2008-07-31 140036 k1932
Sad

Oa 2006-03-31 1400117
yopbem 1543 Sad

On 20080131 140120 k1932
Sad

O 2008-03-31 140153
vogbear 1953 Sud

On 20080331 140202 k1932
Sad

On 2006-03-31 140504
yopbem 1955 Sud

Ou 2008-03.31 140344 lekd1932
Sald

On 200§-03-31 140347
vogbear 1957 Sud

O 2008-03-31 140429 11932
Sad

On 20080331 140445
voghear 1951 Sad

Oa 2006-03-31 140512 alF32
Sad

1 ot weem Sown asd bought some new

‘D't harve 10 v them  name or ey thing i vou”

Nepe. foit Boe bsving steskn o the gocery

Good, how boat the rest of the ywuall

D b e

aho, marker 30 pouds,

pened, thoudd vl be pocd

They would hne wanted [ for that man. and | onfy bave the one fake set and | ddn't wane to bam ¢ os thar

Good whst wha | "

When we bt thes place iy pong 10 be empoy nght

B and T toid vou § scoped thy

voron ey 1168 e that

Alwars taking ke togecher ot the same fme 50 we got

1 ot don't wanst sy mamtakien. 1 oot 0 o o bt wmw ey, i by ik 8 meedie i o et T v s e Lot thing
el

Sere dewn. 1

Vea, thar's what vou sey pow, bt that's sot the wary it worked out last time

The wcas oo bk bk sral i wens bund b o themm. 1 ikt woaes smreme b gt et o koo thee

Doeit charge o thing man, you sell kiied thess

Littrn srmign o werr vight there too and whei 4
MOUTH ABOUT THE LAST JOB

on the needle 50 SHUT YOUR

O 2004.00.31 140848 Dot 1l b me that wary: T ben oyl and Barves's said o thisg. ko L 1kt o
yopbea1sts Sud el heen bl e

Ou ORI OSSN gony, e pressc, b you ot md S ke

O 2006-03-31 140643 1461937 e, is going msd ot o35 il entile. Gomh g of i ” st
Sad that cne, repdar e ‘ y

Da 2006-03-31 140648

— O,

On 20080131 140704 k1932

Sad lapex

On 20080351 138044
yopben 1523 Sad

Profile - 2 yogibear1953
Skype Chats —
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Skype Log Reports

Skype Chats

CONVERSATION_BETWEEN DATE_TIME CONVERSATION

Conversation Between kiki1932
and yogibear1953

On 2008-03-

05 15:38:22

kiki1932 Said

On 2008-03-

05 15:38:38

yogibear1953

Said

On 2008-03- ow ivs me, you
0515:38:37 0 oY
kiki1932 Said '

On 2008-03-

05 15:39:17 yea, i'm here, what's
yogibear1953  up?

Said

On 2008-03-  hold on, got an

05 15:53:07 important phone
yogibear1953  call. i'll get back
Said with u

On 2008-03-

05 15:53:31 ok

kiki1932 Said

On 2008-03-  So Bob, what's
31 13:55:15 happening, you
yogibear1953  haven't been on in
Said awhile?

On 2008-03-  Sorry, been taking

Team Exaflop 302
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31 13:55:40
kiki1932 Said

On 2008-03-
31 13:56:24
yogibear1953
Said

On 2008-03-
31 13:56:32
kiki1932 Said

On 2008-03-
31 13:57:04
yogibear1953
Said

On 2008-03-
3113:57:11
kiki1932 Said

On 2008-03-
31 13:57:16
yogibear1953
Said

On 2008-03-
31 13:57:23
kiki1932 Said

On 2008-03-
31 13:58:05
yogibear1953
Said

Team Exaflop 302

care of all the other
business herer,
didn't have the time.

You know we still
have that time thing
going on, we miss
our chance and
we're out of luck
this time, maybe for
a long time

you know, we
shouldn't be using
names int htis
converstion and yea
I know about the
time thing but we
gotta be careful
man

sorry didn't think
about the name
thing just nervous |
guess

Jut think about what
your going to do
with all that money
and youll feel better
soon

Ok

you got the
weapons and other
gear?

Yea, thought | was
going to have a
problem with the
guns, by my uncle's
a hunter and had a
lot so I just
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On 2008-03-
3113:58:14
kiki1932 Said

On 2008-03-
31 13:58:56
yogibear1953
Said

On 2008-03-
31 13:59:04
kiki1932 Said

On 2008-03-
31 13:59:47
yogibear1953
Said

On 2008-03-
31 13:59:58
kiki1932 Said

On 2008-03-
31 14:00:13
yogibear1953
Said

On 2008-03-
31 14:00:25
kiki1932 Said

On 2008-03-
31 14:00:33
yogibear1953
Said

On 2008-03-
31 14:00:36

Team Exaflop 302

"borrowed" some
from him

Will he get wise?

Naw, he keps them
in the basement and
hasn't used them in
years. they were in
an old metal
cabinet, dusty and
dirty as all get out

Didn't leave any
traces you were ther
and took them out

Nope, used a rag
over my nands and
blew some dust
back over where
they had been
sitting. Things were
a pain to clean
though

How bout the
ammo?

| just went down
and bought some
new

Didn't have to give
them a name or
anything did you?

Nope, just like
buying steaks at the
grocery

Good, how bout the
rest of the swtufff
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kiki1932 Said

On 2008-03-
31 14:01:17
yogibear1953
Said

On 2008-03-
31 14:01:20
kiki1932 Said

On 2008-03-
31 14:01:53
yogibear1953
Said

On 2008-03-
31 14:02:02
kiki1932 Said

On 2008-03-
31 14:02:15
yogibear1953
Said

On 2008-03-
31 14:03:04
kiki1932 Said

On 2008-03-
31 14:03:05
yogibear1953
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Got an old can of
black powder from
his basement also,
maybe 30 pounds,
old but never been
opened, should still
be good

Didn't buy new

They would have
wanted ID for that
man, and | only
have the one fake
set and | didn't want
to burn it on that

Good, whit what |
got out of the
anarchists
cookbook combined
with that were
going to open some
eyesw I'll tell you
that

When we hit this
place its going to be
empty right?

Except for some
roving security and
| told you I scoped
that out and timed
them up. Always
taking lunc together
at the same time so
we got an hour

| just don't want any
mistakes. It's one
thing to do this but
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Said

On 2008-03-
31 14:03:44
kiki1932 Said

On 2008-03-
31 14:03:47
yogibear1953
Said

On 2008-03-
31 14:04:29
kiki1932 Said

On 2008-03-
31 14:04:45
yogibear1953
Said

On 2008-03-
31 14:05:12
kiki1932 Said

On 2008-03-
31 14:05:48
yogibear1953
Said

Team Exaflop 302

murder, man they
sick a needle in
your arm and that
stuff burning is the
last thing you feel

Settle down. If we
stick to the plan and
do this right theyrll
be no problems

Yea, that's what you
say now, but that's
not the way it
worked out last
time

That was justt bad
luck, and it was bad
luck for them. |
didn't want anyone
to get hurt, you
know that

Don't change a
thing man, you still
killed them

Listen amigo you
were right there too
and unless you shut
up and follwo the
plan well both be
looking a a ride on
the needle SO
SHUT YOUR
MOUTH ABOUT
THE LAST JOB

Don't talk to me
that way. I've been
loyal and haven't
said a thing. I know
they're still looking
for who pulled that
and that means us. |
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Conversation Between

yogibear1953 and kiki1932

On 2008-03-
31 14:05:56
kiki1932 Said

On 2008-03-
31 14:06:44
kiki1932 Said

On 2008-03-
31 14:06:58
yogibear1953
Said

On 2008-03-
31 14:07:04
kiki1932 Said

On 2008-03-
31 13:51:44
yogibear1953
Said

Below is a screenshot from the programs output
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aint gonna help
them kill me

Sorry, jut the
pressure, | know
you won't and didn't
talk

listen, we got this
going and just need
to chill awhile.
Gotta get off this
comm and get on
the other one we set
up so they cant
trace us so good.
Get up on that one,
regular time and
well finish the
planning

Ok man, later

later
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CONVERSATION _BETWEEN

Comeriatos Betwers 1932 ad
ogbem19E}

Commiascs Betwers wopbea 1557 and
132

DATE_TIME

Oa 2006-03-05 153822 Il 932
Sad

On 2008-03-04 133834
yopben 1953 Sud

On 20080308 153837 lka1932
Sad

Oa 2005-03-05 183917
yoghear 1553 Sad

Oa 2006-03-04
vopbeniFHS Su

On 2008-03-05 155331 kdal932
Said

2347

O 2006-03-31 138818
opben 1643 Sud

Oun 2008-03-31 135540 1932
Sad

Ou 200§-03-31 135624
vogea 1553 Sud

On 2008-03.31 134632 dd1932
Sad

Oa 2008-03-31 134704
yogbew 1953 Sa

On 2008-03-31 135711 i1 932
Sad

O 2006-03-31 134716
yogbem 1953 Sud

On 2006.00. 51 134725 k1932
Sud

O 20060331 139508
voghear] 353 Said

On 2006-03-51 15:45:14 161932
Sad

On 2008031
vopbe 1955 Sad

On 2006-03-31 134904 k1932
Sad

On 2008-0)-31 134947
yogbear 1543 Sud

On 2008-03.31 154948 1da1932
S

On 2008-01.31 140013
voghear 1953 Sad

On 2008-03-31 140028 kdal932
Sad

On 2008-03.31 140033
yopbenr 1943 $ad

On 2006-03-31 140036 kda1932
Sad

Oa 2008-03-31 1401397
yopbear 1945 St

On 2008-03-31 1400:20 kia1932
Sad

Oa 200§-03-31 140553
vogbear 1553 Sad

On 2008-03-31 140202 1932
Sad

On 2008-03-31 140215
vogbear 1953 Said

Oun 2008-03.31 140304 a1 932
Sad

On 2006-03-31 140504
yopbear 1553 Sud

Ou 2008-03.31 140344 lekd1932
Sad

On 2008-03-31 140347
vogbear 1957 Sud

O 2008-03-31 140429 11932
Sud

On 2008.01.31 140448
voghear 1951 Sud

O 2006-03-31 140512 kaal532
Sad

On 2008-03-31 140848
vogbear 1543 Sa

On 2006-01-31 1405 56 kdal932
Sad

Oa 2008-03-31 14064 11552
Sad
Da 2006-03-31 140648

)
On 2008031 140704 1932
Sad

On 2008-03.51 138044
yopben 1523 Sad

Skype Log Reports

Sherpe Chatn
CONVERSATION

ey, i e, you there !
vea, m here, whar's up?
okt o=, ot e emportent phone cel (0 gt back seha
ok
o Bob, whats bappersng. vou kaves bers on i antade
Samry, ol the other .
Vom ko= we mis ou chance md vhe for a long tme
pr— . 0 i coutverstitn i e [ ooy a oma
ey i’ ik bt the e ting furt s [ panie
X & so0e
Ok
7o pot the weaposs and other e
Yea i s, tes 2 bnd 1 st bormwed” some from bim
Willhe got wine?
N, b ke years. they y s o et oo

D't bearve any races you were ther and took them ou

Nope, hed a rag over my nands mnd blew some dust back over where Sev had been sty Things were 8 pam b clem thosgh.

How bout the mama”

1 ot weem Sown asd bought some new

D't vt e them a name or anrvthing Jid youT

Nepe. foit Boe bsving steskn o the gocery

Good, how boat the rest of the ywuall

Got am okd g aho, marker 30 pouds, opened. ihoudd vl b jood

Did't by rew

They would hne wanted [ for that man. and | onfy bave the one fake set and | ddn't wane to bam ¢ os thar

Good, wha wha | s cesihocle

TH1e8 you that

When we bt thes place iy pong 10 be empoy nght

o
1 jort dea’t s amy mintaken. 1t oo thing 8o do i bt casder, min Sy ik & oevdie i votr m s that ereff g in She last ting you
el

Alwars taking ke togecher ot the same fme 50 we got

Sere dewn. 1

Ven, thar's wht you say now, bur tha's mot the way it worked out last tme

The wcas oo bk bk sral i wens bund b o themm. 1 ikt woaes smreme b gt et o koo thee

Dios't chane 5 thing man, you 16l kied thes

Listem arvige v were vight there too and wheis ¢ rha ing & & ride o the seede 50 SHUT YOUR,
MOUTH ABOLT THE LAST JOB

! v Iy d sec burves's s thing. | o g fon whs 1 st gosms
ek theem bl e

Soury, ot the pressure, | ko you won't and 't il

[y 4 g ot meed 1o chall ambide o ol ol e ofhet coe "
&  thnt e, pegular e . a

e o, bater.

Rt
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